
S. S Jain Subodh P.G. (Autonomous) CollegeS. S Jain Subodh P.G. (Autonomous) College
SUBJECT  - NETWORK SECURITY AND CRYPTOLOGY
TITLE – RSA ALGORITHM BY: SULOCHANA NATHAWAT

RSA Algorithm



S. S Jain Subodh P.G. (Autonomous) College

• public-key/two-key/asymmetric cryptography 
involves the use of two keys: 
– a public-key, which may be known by anybody, and can be 

used to encrypt messages, and verify signatures
– a private-key, known only to the recipient, used to decrypt 

Public-Key Cryptography

– a private-key, known only to the recipient, used to decrypt 
messages, and sign (create) signatures

• is asymmetric because
– those who encrypt messages or verify signatures cannot

decrypt messages or create signatures



S. S Jain Subodh P.G. (Autonomous) College

Public-Key Cryptography
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• Rivest, Shamir & Adleman who first publicly described 
it in 1977. 

• It is an algorithm for public-key cryptography.

RSA Algorithm

• It is an algorithm for public-key cryptography.
• RSA algorithm involves three steps

• Key Generation
• Encryption
• Decryption
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Key Generation
1. Select p, q where p & q both prime, p≠q
2. Calculate n = p × q
3. Calculate Ø(n) = (p-1) × (q-1)3. Calculate Ø(n) = (p-1) × (q-1)
4. Select integer e such that gcd(Ø(n),e)=1; 1<e< Ø(n)
5. Calculate d, d ≡ e-1 (mod Ø(n)) or d.e ≡ 1 (mod Ø(n))
Public Key : PU = { e, n }
Private Key : PR =  { d, n }
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Encryption

Plaintext : M < n
Ciphertext : C = Me mod nCiphertext : C = Me mod n
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Decryption

Ciphertext : C
Plaintext : M = Cd mod nPlaintext : M = Cd mod n
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RSA Example
1. Select primes: p=17 & q=11
2. Compute n = pq =17×11=187

3. Compute ø(n)=(p–1)(q-1)=16×10=160

4. Select e : gcd(e,160)=1; choose e=74. Select e : gcd(e,160)=1; choose e=7
5. Determine d: de=1 mod 160 and d < 160

Value is d=23 since 23×7=161= 10×160+1
6. Publish public key PU={7,187}
7. Keep secret private key PR={23,187}
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RSA Example cont.

RSA encryption/decryption 

• message M = 88 (88<187)
• encryption:• encryption:

C = 887 mod 187 = 11

• decryption:
M = 1123 mod 187 = 88
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